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Medical informatics encompasses the broad range 
of issues in the management and use of biomedical 
information. It includes medical computing but 
also incorporates a knowledge of the synthesis, na-
ture, and use of medical information itself. For the 
science of medical informatics to be successful in 
achieving the primary goal of improving health 
care, it requires that the combined skills and 
knowledge of computer scientists, clinicians, 
nurses, paramedical professionals, and researchers 
be brought together in a harmonious collaborative 
effort. 
Research efforts to develop more sophisticated 
hardware and software without bedside testing and 
integration into the clinical environment will 
rarely achieve the goal of becoming a practical and 
. useful system that enhances patient care. That is 
not to say that more basic research-oriented pro-
grams such as physiologic or pharmacologic mod-
eling created outside the clinical environment are 
not useful, but to influence care they must eventu-
ally be brought to the bedside. The situation de-
mands that there be a close collaborative relation-
ship between the scientists in medical informatics 
and the clinician, and that they work together rou-
tinely on both research and clinical projects with 
the specific goal of improving patient care. 
The intent and purpose of medical informatics 
are to strengthen and improve medical decision 
making and patient care; thus the structure and de-
sign of the system should promote this goal above 
all others. An integrated medical information sys-
tem brings with it many advantages in meeting the 
goal of improving health care.1·2 It makes possible 
the retrieval of all the patient's information at a 
single location for review by the clinician, thus 
saving time and enhancing the utilization of the 
system rather than making data retrieval repeti-
tious, slow, and burdensome. Using standardized 
menu formatting throughout the hospital simplifies 
this process by allowing personnel in all areas and 
locations to access data in the same way. By hav-
ing the data integrated, reports and displays can be 
created to bolster the transfer of information to the 
health-care provider in such a manner as to focus 
attention on specific problems, thus strengthening 
medical decision making by ensuring that the data 
are complete, appropriately integrated, and prop-
er! y presented. 3-6 
In addition, an integrated database allows devel-
opment of more sophisticated data-driven alert-
ing,7- 11 quality assurance, 12-16 and decision-making 
programs that reduce errors, improve care, and in-
crease reliance on the system. Databases also facil-
itate research, enhance administrative uses, and 
allow some tasks to be accomplished that would be 
difficult or impossible otherwise. 17 
However, an integrated patient data manage-
ment system also presents many challenges to the 
developers. Indeed, these challenges are the gene-
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sis of the field of medical informatics. Among 
these challenges are (1) acquisition of data, (2) 
data quality control, (3) management of a large 
quantity of data in a functional way, (4) standard-
ization and transfer of data, (5) making the data 
useful to the clinician, (6) learning how to use the 
data in the continuous quality improvement (CQI) 
process, (7) making the data useful to the re-
searcher, and (8) logistical, cost, and confidential-
ity issues. These challenges are addressed sepa-
rately and in some detail in this chapter. Many of 
these problems have not been resolved, and they 
present fertile areas for future medical informatics 
research. 
TECHNIQUES FOR REDUCING 
DATA ENTRY TIME AND EFFORT 
For a computer system to be usable, the cost and 
effort of data input must be minimized. Several 
techniques are used to facilitate data entry. As a 
first step, the direct interface of devices capable of 
generating digital signals is desirable. Many de-
vices are readily adaptable to this concept, and di-
rect interface between bedside monitors and other 
hospital computers such as those in the clinical 
laboratory are now routine. Bar-coding input of 
patient identification, medications, and supplies 
could simplify or semiautomate data entry. Other 
devices have output processes that can be directly 
interfaced with some effort. 18-2 1 These include in-
travenous infusion devices, pulse oximeters, ve-
nous oximeters, ventilators, and gastric pH moni-
tors. 
Data derived from direct input are not achieved 
without difficulties, however. First, it must be 
made certain that the device can be identified with 
the correct patient from whom data are being col-
lected or to whom the therapy is being delivered. 
Improper patient identification is still a major con-
cern for every hospital. Automated data entry has 
its own form of identification errors that one must 
strive to prevent. These problems generally re-· 
volve around the human error of failing to "tell" 
the computer to which patient the devices are con-
nected. When patients are disconnected and recon-
nected to as many as 15 different devices when 
they are moved for special procedures or trans-
ferred to other nursing units, the potential for error 
is large. Second, although the direct input of data 
eliminates many data entry errors, the quality of 
automated data is not guaranteed. 19•20 A directly 
measured blood pressure obtained from a trans-
ducer may have erroneous signals for mechanical 
reasons-because of interferences such as occurs 
during blood drawing or line flushing, or because 
of sampling "nonrepresentative" physiologic data 
while the patient is being stressed, placed in a dif-
ferent position, or is in the process of responding 
transiently to a medication or procedure. Tech-
niques to control data quality will be addressed in 
the following section. Third, the interface prob-
lems can be very challenging at times. The linking 
of different types of computers or medical devices 
is not simple. Because of lack of standardization, 
the interface problems of each computer, instru-
ment, or device may have to be resolved individu-
ally . 
The need to develop computer and device com-
munications standards is clear. The Institute of 
Electrical and Electronic Engineers (IEEE) is pur-
suing this area so that in the future most devices 
will be compatible with a common "medical infor-
mation bus" (MIB) that will allow the computer to 
access the information from many different types 
of instruments and to communicate back to these 
devices.6•19-23 Such communication will allow the 
health-care provider to know what the computer 
perceives it is monitoring or controlling. For ex-
ample, the computer, as perceived from its data-
base, can indicate on the LED (light-emitting 
diode) display of the infusion pump the drug being 
infused, thus permitting the caregiver to confirm 
proper communication with the computer. Such 
two-way communication also helps with patient 
identification, and in the future it will be essential 
for closed-loop control of devices. In addition, 
standardization of device interfaces enhances the 
likelihood of obtaining timely and accurate data 
and reduces the possibility of technical and sys-
tems errors. 
Another problem with direct device interfacing 
is maintaining data capture while moving patients. 
While the patient is located in one place, the pa-
tient identification problems are reduced and hard-
wired computer connection is possible. But during 
patient transport and during lengthy patient proce-
dures in the operating or radiology suites, continu-
ous monitoring and reliable data capture may be 
compromised. This presents new challenges that 
are met by either portable storage of information 
for later retrieval or telemetry of data. Alterna-
tively, the ability to change the patient's location 
quickly and while maintaining both proper patient 
identification and as little interruption of data stor-
age as possible should be ensured. The availability 
of new portable monitors, which store data and can 
later dump the data into the integrated system, is 
one approach to the dilemma. Another option is 
providing a computer interface in all operating and 
special procedure areas, as well as software that 
will allow easy transfer of patient location. 
A considerable amount of data cannot be di-
rectly obtained from bedside devices. This in-
cludes information such as bolus medications, oral 
medications, nursing tasks, and most physical find-
ings. If data are entered into the computer in "free-
text" form, it is difficult to use the data for comput-
erized alerting, quality assurance, decision-making 
support, and research purposes; data entered in 
free-text form carry with them as well the prob-
lems of typographic and spelling errors. When 
possible, structured, menu-driven data entry is de-
sirable because it is faster and uniform. This can 
be accomplished in several ways. The mouse, 
track-ball, light-pen, and touch-screen are popular 
methods that use a point-and-click system. Many 
systems using these devices are now available?4 
For speed, however, the 10-key pad is hard to beat 
once the operator becomes familiar with the key-
board system and the menus.17 Using the keyboard 
allows the user to "stack" commands and drop 
quickly to the desired menu and location for chart-
ing. With the point-and-click systems, the user 
must wait for the screen to appear before it is pos-
sible to point again; this feature may slow the 
process while still demanding the use of the nu-
merical keys to chart much of the numerical data. 
Regardless of which charting method is se-
lected, access to a computer terminal is of utmost 
importance in providing a friendly, usable system. 
In the intensive care unit (ICU) it is desirable to 
have a terminal at each bedside, along with a stool 
or chair for comfort so that clinical personnel can 
chart directly into the computer. Direct computer 
entry eliminates the need to write out the informa-
tion in longhand or to chart from memory. A bed-
side terminal guarantees the availability of a com-
puter and allows the personnel to stay in the room, 
thus saving time and effort. In addition to the bed-
side terminals, other terminals at the nurses station 
are convenient for charting when the patient is 
resting, for review of data by the physician and 
others, and for administrative purposes such as or-
dering supplies. When data are recorded in a de-
layed fashion the accuracy and timing have been 
shown to cause frequent errors.19 The advantages 
of real-time charting are accentuated when one is 
trying to drive therapy with computerized proto-
cols that contain time-driven decisions. If data are 
late or are unavailable to the computer, decisions, 
based on data entered earlier, either will not be 
made or will be made incorrectly. This is a prob-
lem area in which direct data acquisition from de-
vices can be very valuable. At the critical time of 
clinical decision making, accurately and efficiently 
charted data are available to the physician instead 
of being stored in the nurse's mind or pocket. With 
an integrated system, information can also be ac-
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cessed from other areas of the hospital and from 
medical clinics, physicians' offices, or even homes. 
TECHNIQUES FOR CONTROLLING 
QUALITY OF DATA ENTERED 
One of the most important problems in medical in-
formatics is the entry of accurate data. Inaccurate 
data can result in compromises to patient care and 
loss of the care team' s confidence in the system, 
and even the team's refusal to use the system. In 
addition, poor-quality data severely limit the abil-
ity to use the power of the information system be-
cause alerts, quality assurance programs, and clini-
cal decision making cannot be effective if treatment 
recommendations are generated from fallacious 
data. Therefore it is crucial to develop methods to 
enhance the quality and consistency of patient data 
entry. 
The best control over the quality of the data is to 
constantly use the data. The more the data are used 
by the health-care team, the greater the likelihood 
errors will be found. Those who know the patient 
best are most likely to recognize errors when they 
are using the data to make decisions ?5 The care 
teams are also the most critical of inaccuracies be-
cause their actions are determined by decisions 
made from the data and because they are legally 
and ethically liable for these actions. Therefore, 
they are demanding of the quality of the data and 
will insist on accuracy. It is desirable that every-
one concerned with the care of the patient use the 
computer system properly and not just blindly 
enter or accept data. 
If errors are identified, then it is imperative that 
a simple mechanism to correct the errors be avail-
able. Otherwise, even though the error is recog-
nized and the correct information is used, the pa-
tient's record may not be corrected. Incorrect 
information will interfere with other valuable 
functions of the data, such as in the alerting system 
and in quality control, decision-making protocols, 
and research. The key then is to use the data and to 
correct them when errors are found. 
Another method of improving the quality of 
data is to create "smart filters" that will not allow 
the entry of data that are outside of credible limits. 
Certainly for physiologic data there are values that 
are impossible, and keystroke errors resulting in 
such values should be rejected. Other data outside 
reasonable limits should require verification before 
being logged, to reduce entry mistakes. 
When there is redundancy in the monitored 
data, they can be cross-checked to establish cor-
rectness. An example would be the heart rate from 
the electrocardiogram (ECG), the pulse rate from 
an arterial blood pressure monitor, and the pulse 
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rate from a pulse oximeter. 19•20 Thus ECG artifact 
resulting in a rate significantly different from the 
other pulse monitors could be questioned. Other 
examples might include hemoglobin values from a 
blood gas compared with those from a complete 
blood count (CBC), the pH verification with the 
electrolyte panel, weights correlated with intake 
and output record, respirations from the bedside 
monitor with data from the ventilator, the arterial 
partial pressure of oxygen (Pao2) with the fraction 
of inspired oxygen, and the Glasgow Coma Score 
with sedative and paralytic medications. 
Because hand entry of data is associated with. 
many entry errors, 19·20 automatic data entry is de-
sirable but introduces problems of its own. One of 
the problems is that under normal conditions 
health-care providers unconsciously filter data, 
recording only what they perceive as being repre-
sentative of the patient's condition. For example, if 
a patient is being turned or is on the bedpan, the 
transient rise in blood pressure will not be 
recorded; the staff will wait until the stress is over 
and the patient returns to baseline status before in-
putting vital signs. When a patient is coughing or 
bucking a ventilator, the caregiver will not report 
the peak airway pressure but will wait until the pa-
tient has passed this episode. With time-driven au-
tomatic data sampling, waiting may not be possi-
ble and data may thus be stored that would not be 
useful for decision making, quality assurance, or 
research. On the other hand, the nurse' s percep-
tions of representative data have been frequently 
shown to be wrong and can themselves become a 
source of erroneous data. 16 One method to avoid 
both of these problems is to have the automated 
data verified or edited by the nurse or therapist. 
Another is to have the caregiver tell the computer 
when to sample and when to consider these data 
different from routine sampling and of higher 
value for storage and decision-making purposes. 
This could be simplified to a few keystrokes on the 
keyboard to signal the computer to sample the out-
put from all the devices connected to the patient si-
multaneously at the time the provider determined 
these data to be representative of the patient's con-
dition. Other mathematical filtering or averaging 
of data might be appropriate in some circum-
stances to eliminate transient fluctuations, but cau-
tion should be applied so as not to miss clinically 
relevant data. A methodology of sampling blood 
pressure, heart rate, and pulse oximetry has been 
developed with the use of 30-second sampling and 
subsequent selection of 5- or 15-minute medians 
for reporting, which eliminates very transient 
changes but will include larger or more sustained 
changes. 83 This methodology has been shown to be 
more representative of the patient's status and to 
eliminate many spurious values from the medical 
record. 
Another technique for controlling data quality is 
to generate reports that become the legal medical 
record and to have them reviewed by the caregiver 
for accuracy verification. 26 Other reports routinely 
given to personnel responsible for statistical analy-
sis and quality assurance simplify the recognition 
of errors and problem areas in data quality. Once 
again, the idea of using the computer data fre-
quently is the key to acquiring quality data. 
MANAGING AND STORING DATA 
The quantity of data available on any one patient 
in the ICU is phenomenal. With the ability to sam-
ple data automatically, it is possible to gather thou-
sands of data points each day for each monitored 
parameter and each of the support devices. This 
presents the clinical and medical informatics team 
with the enormous challenge of determining which 
data are needed, how often it is necessary to sam-
ple, and which data to storeY If data are redun-
dant, do we need to store the output from all the 
devices? If so, do we use the same codes for re-
dundant data? If the redundant data are not identi-
cal, which data point takes priority? If there are re-
dundant data, which should be used for decision 
making, quality assurance, and alerts? These ques-
tions provide fertile areas for research activities 
and are crucial to systems development. Currently, , 
these decisions are arbitrarily made with little or 
no scientific validation. 
Some modeling can be used to help make such 
decisions. The rate of change of any given parame-
ter determines how often the signal must be sam-
pled to detect significant change.Z7 For example, 
the serum albumin changes very slowly, over 
hours or days, so sampling it every few minutes 
would be inappropriate. The heart rate, however, 
may change in seconds, so if all changes are to be 
detected, continuous beat-to-beat monitoring is 
necessary. We may want to monitor heart rate con-
tinuously and have an alarm activated if certain 
limits are exceeded, but do we need to store all the 
data? Most manual and current computer systems 
store data at fixed time intervals. For example, 
they are measured and logged every 2 hours. Per-
haps it would be better to store data when 
"changes" are detected. This brings us back to 
transient changes caused by such factors as patient 
movement and medications. Therefore, perhaps it 
would be best to require that the change be more 
than transient, but then we have to define what 
"transient" means. These are areas in which more 
knowledge and research are needed. 
Another challenge is to discover which data are 
actually used by the care team in making deci-
'ons.28 We generate enormous volumes of data, 
t data used in the decision-making process and 
gnosis often represent only a few items. 29 An 
ample is the measurement of respiratory data 
t can inlcude tidal volume, ventilatory rate, 
lood gases, thoracic compliance, three different 
· ay pressures, airway resistance, pressure vol-
e curves, vital capacity, forced vital capacity, 
lung volumes, inspired oxygen concentration, and 
lhe chest x-ray examination. 19-21·30·31 Are all these 
data required to make decisions about the ventila-
tor? What is really relevant and needed? How are 
decisions really made? Recent experience leads us 
to believe that only a few data items are actually 
ing used in the process of most clinical decision 
making.3o,3I 
Even if all of these data are needed for immedi-
ate decision making, do we need to store them all 
on a long-term basis? Can we eliminate redundant 
data in long-term storage? What kinds of questions 
are asked when long-term data storage is used for 
analysis? Our experience is that long-term data 
storage is very useful in answering questions that 
arise in computer systems design. An example is 
the use of long-term storage data to develop a con-
sultative blood-ordering system to replace our cri-
tiquing system.32 With today's rapid expansion of 
inexpensive data storage, perhaps we can afford to 
, keep them all. But when it comes to analyzing 
data, the sheer volume may a hindrance. Another 
' question is, how long should long-term data be 
stored? Is immediate access required? How long is 
long-term (months, decades), and how immediate 
, is immediate (seconds, minutes, hours)? These are 
all questions needing consideration and answers as 
informatics systems are planned and implemented. 
STANDARDIZATION AND TRANSFER 
OF DATA 
For computer-stored data to be useful, they must · 
be searchable and retrievable. Therefore, it is criti-
cal that the data be in a standard format and coded 
in such a way that they can be easily identified, 
searched, retrieved, and used by various users for 
multiple purposes. Thus blood oxygen tension may 
be entered and used by laboratory technicians, 
nurses, physicians, respiratory therapists, and re-
searchers. It must be coded and entered in such a 
way that it can be used by everyone. 33·34 In institu-
tions with many departments, divisions, and peo-
ple, each with specific interests and ability to write 
particular programs, the danger of confusion, inap-
propriate duplication, and lack of coordination of 
data coding and storage is high and can thus be a 
major problem. Later, in searching the database for 
information to generate alerts, quality assurance, 
severity scores, medical decision making, or re-
Introduction to Computers in Monitoring 405 
search, the drawback of having data in various 
places and in different forms creates major diffi-
culties. 
These problems are compounded when one tries 
to transfer data between computers, such as in 
downloading to relational database programs for 
r~search purposes. 35.37 Communicating between 
different types of computers having a different op-
erating system can become very difficult.35-37 The 
hospital business computer designed and pro-
grammed to process financial data is typically dif-
ficult to interface with clinical computer systems. 
Such communication, however, can be most valu-
able for automatic billing, administrative work, 
and research on the cost of health-care delivery. 
The ability to transfer mainframe programs be-
tween institutions for collaborative research efforts 
is nearly impossible today because such systems' 
coding, terms, and definitions are different. The 
need for standardization in this area is great, and 
the speed with which that progress is made in 
medical informatics will depend on such standard-
ization?·38·39 
CLINICAL USE OF THE INFORMATION 
SYSTEM 
The proof of the success of a medical informatics 
department is its acceptance and use clinically for 
patient care. The goal should be more than just fa-
cilitating the availability of data in a timely fashion 
for the clinician. A well-designed system should 
improve patient care above and beyond that which 
would be possible with the manual system. There 
are certain tasks computers do better than clini-
cians, and the system should take advantage of this 
fact to enrich the quality of care. 
Friendly, fast, and flexible 
The time required for the physician and other 
health-care personnel to interact with the computer 
is critical. The system must be fast and reliable, 
have minimal delays, and be user-friendly. With 
little or no training, the user should be able to find 
the desired clinical information and generate re-
ports. The menus must be logical and easy to fol-
low, leading the novice to the right place in each 
"document." When possible, the system should be 
flexible so that users can create their own menus or 
reports to satisfy special needs. This must be con-
trolled, however, for the good of the entire system. 
The importance of the interface and user-friendli-
ness was clearly demonstrated by Apple Computer 
in its challenge to IBM. 
The organization and display of the terminal 
screens and the design of output reports can be 
crucial to the care of the patient and to the accep-
tance of the system by the clinical team. With an 
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integrated database many options are available, 
and the data can be organized in different formats 
for various functions and purposes.40 This collabo-
ration with clinical-care providers is critical be-
cause they are the primary users. The reports can 
be used to integrate data and emphasize specific 
related areas.41 .42 Certain data can be "flagged" to 
focus attention on problems,43 and interpretations 
can be generated to help those who may be unfa-
miliar with the meaning of the dataY Graphs, ta-
bles, and charts can be used to show trends or to 
correlate information. The design of the output 
screens and reports is a science and can clearly en-
hance the success and utilization of the system.44•45 
Because it is difficult for clinicians to retain so 
much data in their minds, the display of previous 
data with the current data is extremely useful. In 
our setting, use of this display type for all labora-
tory data and for physiologic parameters has be-
come routine. It is also valuable to cluster associ-
ated data. An example of this feature is when 
active cardiovascular drugs are displayed with he-
modynamic data so the clinician can see the level 
of support being given when he or she is interpret-
ing the cardiac performance.43 Problems arise with 
various types of displays, however. For example, 
with the use of graphics one may encounter prob-
lems with resolution as well as difficulty in inter-
polating the digital numbers from the display. 
Other problems include difficulty in handling mul-
tiple scales, overlap of data and time scales, and 
the use of color displays versus black and white. 
Color displays help to resolve some problems but 
significantly increase the cost of a hospital-wide 
system of possibly hundreds of terminals and 
printers. In addition, most users have their own bi-
ases. Some like the advantage of trend overview in 
graphs, while others want to see the digital data. 
Some feel graphs help to correlate data, and others 
find them too slow and a nuisance. Because the use 
of the data is so varied, obtaining consensus on the 
format of reports is impossible. Again, close com-
munications between the medical informaticist and 
the user is indispensable in resolving these issues. 
Data-driven automatic alerts and alarms 
One area in which the clinician has difficulty is in 
handling the overload of data both from the patient 
and from the literature.46 Thus when a parameter 
becomes available along with scores of other vari-
ables, it may be overlooked or fail to be properly 
integrated with other information from the pati-
ent's database or from the literature. The result is 
that a potentially dangerous situation may not be 
recognized. The computer is very good at process-
ing every new piece of information and comparing 
it with other available data and with data in its in-
ternal knowledge base. Thus an important role of 
the information system is to feed back to health-
care providers alerts concerning potentially dan-
gerous situations. This can be in the realm of drug-
drug interactions or incompatibilities, drug-allergy 
situations, drug dosage and organ dysfunction, or 
critical changes in laboratory and physiologic pa-
rameters. Such alerting is best automated and data-
driven. The integrated system that has simultane-
ous access to the patient's laboratory data; allergy, 
height, weight, and age information; and diagnosis 
on admission, medications, and physiologic para-
meters allows for much more sophisticated alert-
ing programs to be created.7-14'47'48 
A great deal of experience and skill is required 
to develop a system that is user-friendly, accept-
able by the caregiver, and helpful without being 
annoying. The use of redundant information to 
avoid false alerts can be helpful.7-14·49 The careful 
evaluation of alerts and their categorization into 
levels of urgency so as not to overburden the clini-
cian with minor or postponable concerns makes 
the system more acceptable. At times the alerts 
may be channeled through pharmacists, nurses, or 
other paramedical professionals who can screen or 
respond to the alarm without alerting the physi-
cian.47·50 In cases in which the system allows or de-
mands the physician's personal entry of orders into 
the computer, immediate computer feedback at the 
time of ordering can be useful if done in a timely 
fashion, when the information is most important. 
Stratifying the urgency of the alerts with differ-
ent mechanisms appropriate to the urgency can be 
used for feedback. For example, a life-threatening 
alert should be more urgent than an "information 
only" alert. An annoying sound or light that can 
only be turned off by recognizing the alert is the 
most effective way to guarantee attention but is not 
appropriate for most alerts that do not require im-
mediate attention. If nurses carry floor pagers, the 
computer can send a message through the paging 
system to notify them of an alert. A less annoying 
method of presenting the alerts to the care provider 
is to bring up an alert screen each time one looks at 
the patient's database file or enters a patient order. 
This method is not as sure or as timely but may be 
adequate for many messages. At other times a re-
port printed once a day may suffice. 
Ensuring quality care 
The value of a well-designed alerting system is 
clear.48 It allows the care provider to avoid poten- • 
tial dangers before the institution of therapy and to 
avoid incompatible orders. Alerts and prompts also 
can be used to reduce costs by reminding physi-
'ans of more cost-effective medications or proce-
es that would adequately satisfy the situa-
~on.14·15·32·5 1 ·52 Uses of the alerting system for on-
e quality control are many. For example, when 
one is ordering total parenteral nutrition (TPN) so-
lions, the program can alert the physician of in-
mpatibilities and disallow specific combinations . 
f calcium and phosphates, depending on pH.53 
e program can also prevent the addition of med- . 
tions known to be unstable in the solution. In an 
er for antibiotics, the dosage can be questioned 
as to its appropriateness for renal or liver function 
or for the size/weight of the patient. An order for 
intravenous potassium can be questioned or denied 
if dangerous infusion rates are exceeded. When 
drugs that interact with others are ordered, the 
physician can be reminded of potential problems. 
Such alerting systems have proved to be highly ef-
ective, with a physician compliance to computer 
ggestions at greater than 90%.25•30.49 These sys-
s have also been shown to improve the use of 
lood products and allow the measurement of im-
vement in transfusion practice.32•51 •52 
These same principles can be carried over to 
st-containment efforts by giving physicians sug-
estions to use less costly antibiotics appropriate 
or the given diagnosis and bacteriology re-
ts.10·11 Reminders to stop medications have also 
ved to be highly effective at reducing costs and 
proving the quality of care, especially in the 
a of peri operative prophylactic antibiotics. 14•15•82 
imely feedback to physicians of potentially dan-
gerous situations such as metabolic acidosis, when 
coupled with suggestions on how to proceed with 
patient evaluation and therapy, has been demon-
strated to both reduce the time the patient remains 
acidemic and improve outcome.4 
Similar to the alerting system, real-time quality 
assurance reports can be used to improve the qual-
ity and cost of care. Most hospitals in the United 
States do quality assurance by defining criteria for 
quality and then through a random chart review 
determine the compliance with this predetermined 
level of care. Then with the aid of educational or 
procedural mechanisms, hospitals attempt to im-
prove the quality. Subsequently they restudy the 
problem by a second random chart review to deter-
mine the success of the instituted measures. With a 
, computerized database, criteria designated for 
, quality care can be explicitly described, and when 
breeches in that standard are found through unin-
terrupted computer surveillance, an immediate re-
, port can be generated to the quality assurance per-
sonnel so that the situation can be corrected 
immediately.54 This allows real-time improvement 
in care, along with the institution of educational 
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and procedural steps. This monitoring can be con-
tinued indefinitely and applied to every patient, not 
just those randomly chosen for review. Thus qual-
ity assurance can be vastly improved over manual , 
retrospective chart review. 
Computer monitoring can also dramatically im-
prove identification of problems. For example, 
when adverse drug reactions are detected by a con-
tinuous computer surveillance program, the rate of 
detecting adverse reactions was 60 times higher 
than when reported by hand. 12•55 These types of au-
dits are only achievable with an integrated clinical 
decision-making data system. 
The best measures of quality care are outcome 
and cost. Because of the inhomogeneity of pa-
tients, disease expression, and care processes, 
however, the ability to define and determine qual-
ity of care by using outcome and cost is very diffi-
cult. To help avoid these problems, acuity scoring 
systems-the Acute Physiologic and Chronic 
Health Evaluation (APACHE),29•56•57 the Comput-
erized Severity Index (CSI),84 the Therapeutic In-
tervention Scoring System (TISS),57•58 the Injury 
Severity Score (ISS),59•60 and others61-have been 
created with statistical methods linked to diagnosis 
to allow outcome prediction and to measure to 
some degree the quality of care. Scoring every pa-
tient in longhand is laborious, time-consuming, 
and costly. With some effort directed toward com-
puterization, these scores can be calculated auto-
matically and stored as a part of the medical 
record. Then statistical methods can be used to 
continually assess the quality of care. 
Another technique used to improve quality of 
care is to gather data prospectively from a specific 
group of patients for administrative, quality assur-
ance, and research purposes.41 .42 These patients 
can be automatically identified by computer 
screening and their records placed into specific 
data sets such as trauma, respiratory failure, or 
cancer registries . Furthermore, this standardized, 
prospectively gathered database can then be ana-
lyzed for various purposes to provide bases for 
legislation, funding, research, and quality control. 
The design and use of reports and summaries 
derived from the database can be most useful in 
quality control. Timely data on infectious compli-
cations, resource utilization, procedures per-
formed, patient demographics, staffing patterns, 
and outcomes can be highly valuable in identifying 
problems. Once problems are identified, adminis-
trative steps can be taken to plan for improved 
quality of patient care. 17•62 In this, it is important to 
maximize the cost-to-benefit ratio. But when cost-
reduction measures are implemented, the assess-
ment of the impact on care is critical to ensure that 
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outcome is not compromised. Again, real-time re-
ports generated from the database can be valuable 
in optimizing and managing this process. 
Standardization of care 
There are many advantages to standardizing care, 
and the computer lends itself nicely to this task. In 
hospitals that care for a large volume of a certain 
type of patient, such as those having coronary 
artery bypass surgery, outcome improves.63 Much 
of this improvement is due to the routine or stan-
dardization of care that results from repetitive 
care. Whenever care is delivered in a standardized 
fashion, mistakes are reduced. For example, ICUs 
require the mixing of intravenous infusion drugs. 
Administration of incorrect doses is more common 
when drugs are mixed differently each time than 
when the concentration is always the same. In ad-
dition, the care is more uniform if all care team 
members use the same principles and decision 
logic each day and on every shift.64-65 Communica-
tions are enhanced as well when everyone uses the 
same terminology and interprets the data similarly. 
Standardization can reduce cost by redu~ing the 
inventory of supplies and drugs required by the in-
stitution. Routine also reduces waste and personnel 
time. With standardization, quality assurance pro-
grams are strengthened because it is easier to iden-
tify breeches in the standards. In institutions that 
commonly accept standardization, changes that 
improve care are simplified and more readily ac-
cepted. 
One of the major problems today is the diffi-
culty in defining how we care for patients. For ex-
ample, the process of care of a ventilator-depen-
dent patient varies considerably, depending on 
both the hospital or ICU and the varying style o_f 
different attending physicians. In this case it is thus 
difficult to know if one method of ventilator care is 
better than another and how to modify the process 
of care to improve outcome. Standardization of 
care facilitates the identification of areas in which 
improvement can be made and allows evaluation of 
the effectiveness of changes in the standard.66·72 
One method to bring standardization into the 
care environment is to use the computer to guide 
physicians' orders. This is effective in the ordering 
of more complex items such as TPN.53 With the 
knowledge of the patient's sex, age, height, and 
weight, along with the use of the Harris-Benedict 
equations, one can calculate a computer-estimate 
of caloric needs along with a standard mixture of 
proteins, lipids, and carbohydrates. In addition, 
factors such as the diagnosis, stress, and organ 
function can be factored in as determined by the 
nutritional experts who designed the program. The 
physician is given the option of modifying the so-
lution but begins at a starting point that is stan-
dardized for the patient's needs. This saves the 
physician time and effort and reduces errors made 
by physicians inexperienced in ordering TPN. 
Electrolyte concentrations are then suggested, 
based on the patient's latest serum values. The 
physician can select the suggested package or 
modify it. If the physician selects incompatible or 
dangerous concentrations, alerts are presented on 
the screen. Then standard nursing procedures and 
monitoring, such as daily intake and output, 
weights, and 6-hour urine glucose checks, are au-
tomatically ordered. The computer thus allows 
subtle control of how care is delivered to be main-
tained through indirect expert guidance or cri-
tiquing. The number of calories, as well as compo-
sition of nutrients, electrolytes, and nursing care 
related to the TPN, are thereby controlled to some 
degree and the inventory of products reduced.53 
Similar programs for antibiotic ordering14•15 and 
blood banking51 •52 have also been developed. 
Computer-assisted orders also can improve qual-
ity assurance measures, as specific information, 
such as the indication for transfusion, can be 
recorded for audit purposes and51 order overrides re-
viewed later for appropriateness. Complications can 
be reviewed to check logic errors and deficiencies in 
the computer guidance. Thus standardization facili-
tates identification of problems and allows potential 
solutions to be proposed and validated. 
The computer-guided TPN orders are flexible 
enough to allow the individual physician to main-
tain control and feel "in charge." If designed prop-
erly, these and similar orders can assist physicians 
and make their task easier, thus enticing compli-
ance. A more severe type of control can be im-
posed for specific purposes but requires a good 
deal of coordination and cooperation to introduce. 
For research purposes, detailed protocols that 
maintain tight control of the process of care have 
been developed.31•66·72 Experience with and accep-
tance of such control is limited and is often re-
sisted by the members of medical staffs who have 
been schooled in making decisions tailored to the 
needs of the individual patient and clinical situa-
tion and who thus believe such control to be detri-
mental to good care. The proof of such logic is 
lacking, however, and many authors are challeng-
ing it by demonstrating the inconsistencies in med-
ical practice and decision making. 64 These authors 
also point out that because of this ideation physi-
cians are unsure of the benefit of much of the care 
they now deliver.65 The use of rigid computerized 
protocols permits control of the process of medical . 
care in such a way that will provide answers to 
many questions involved in that process-answers 
that, until now, have been difficult to establish.82 
RESEARCH USES OF THE INFORMATION 
SYSTEM 
If the initial obstacles to entering quality data into 
the information system and proper coding and 
storage are overcome, the system becomes a pow-
erful research tool to provide useful data that can 
be accessed by investigators. The next hurdle for 
. the clinical investigator is to develop mechanisms 
whereby the data in the integrated system can be 
put into a format for review and statistical analy-
sis. This can be accomplished in several ways, but 
perhaps the most satisfactory is to have the capa-
bility to download the desired information easily 
into a research computer database. The original 
decisions concerning coding and storage of data 
become vital to the process at this point. When re-
search use of the information is contemplated, es-
tablishing a coding system is crucial in the sys-
tem's design. 
When the clinical trial cannot be blinded, such 
as in the use of extracorporeal support for respira-
tory failure, bias becomes a major issue. Bias can be 
significantly reduced by using computerized proto-
cols to deliver care in both arms of the study,82 thus 
removing bias from that aspect of care by front-end 
agreement on how care will be delivered. 
When designing clinical research projects, one 
objective is to reduce "noise" as much as possible. 
One method of accomplishing this task is to de-
velop tight control of the process of care, which 
can enable us to obtain a credible answer with a 
significance not previously attainable.66·70-72 For 
example, we have used this methodology to deter-
mine if a new method of caring for a ventilator pa-
tient is superior to another. To answer such a ques-
tion, both methods of care must be defined and 
carried out in a randomized fashion. The control 
over the process of care conveys with it the fol-
lowing advantages: (1) reducing both random and 
nonrandom bias in the experiment, (2) permitting 
the investigators to describe precisely their meth-
ods of care, and (3) allowing others to challenge 
the results by duplicating the methods later.30·82 
However, the cooperation of all physicians, nurses, 
and therapists involved, and a commitment to 
abandoning stylistic differences to override the 
protocols (only for valid identifiable reasons), is 
required. 66• 72 
Our experience with development and use of 
computerized protocols is that outcome is im-
proved.67·71·82 As the standardization process be-
comes mature, clinical personnel find it easier to 
care for the patients and want to use the protocols 
for clinical care outside the research study.66·70 
Computerized protocols also provide a tool to an-
swer other questions that may arise about ventila-
tor care. We have found that the computer data-
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base is not only a powerful tool in running com-
. plex protocols but also reduces the errors com-
monly made when following protocols of paper 
flow diagrams.25 Whether it is the protocols per se 
or the process of developing the standardization of 
ventilator care that improve outcome is not clear 
and requires further re~earch. 
Another unique advantage of a universal data-
base is that all nurses' and therapists' tasks, along 
with supplies, laboratory, x-ray examinations, and 
clinical procedures, are recorded in the database. 
From time-motion studies of each of these tasks, 
personnel time is measured. Thus the true costs of 
each task and procedure can be determined. It then 
becomes possible to calculate from the database 
the true cost of caring for patients.73-76 This allows 
research in the area of cost, charges, and reim-
bursement to be carried out easily and with greater 
accuracy than was previously possible, thus adding 
a valuable dimension to clinical outcomes research 
efforts. 
LOGISTICS OF RUNNING 
AN INTEGRATED SYSTEM 
Hardware/software failures and downtime 
Nowhere in medicine is there greater need for 
timely and accurate data than in the ICU. Patients' 
physiologic parameters are changing beat by beat 
and breath by breath. Fast system response time 
and continual . availability are crucial goals that 
must be achieved before nurses, therapists, and 
physicians will trust and use computer systems. At 
LDS Hospital in Salt Lake City, the system is 
available 99.6% of the time. When it is not avail-
able (0.4%, or on average 5.77 minutes per day) , 
about half the time it is for planned downtime for 
hardware and software maintenance and the other 
half is for unplanned failures . These unplanned 
failures might be a result of electrical storms, soft-
ware glitches, and so forth. Every effort must be 
taken to minimize downtime. Redundant hard-
ware, battery-powered backup power supplies, 
carefully tested and "debugged" software, systems 
disk backups, and a host of other steps must be 
taken to achieve such capabilities.78 Systems with 
such reliability are now found in several places in 
our society, such as in banks with automatic tellers 
and in airline reservation and seat-scheduling sys-
tems. Imagine what it would be like at a busy air-
port in loading a 747 jet if there were no comput-
ers! The same will be true for the hospital and ICU 
system of the future. 
Confidentiality of computerized patient records 
Confidentiality of patient records is a "right" ex-
pected by the patient in the ICU. Public revelations 
of "confidential" data are seldom a problem but 
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could be in the future. Confidentiality of handwrit-
ten paper records is usually maintained by keeping 
the record "in the unit." Unfortunately, the same 
factors that limit the usefulness of the conventional 
paper record also give some measure of security to 
it. The computerized record can be made secure 
and confidential to a point at which it may not be 
useful to anyone caring for the patient. Therefore, 
a balance between confidentiality and reasonable 
access must be achieved. Current procedures to 
allow reasonable access to patient records include 
the following. (1) All employees and physicians 
are given "log on" codes and are required to use 
them before they can review patient data. These 
keys expire at frequent intervals (6 months is typi-
cal). (2) Hospital employees, typically admitting 
clerks, who need only access a limited data set do 
not have access to all patient data. Only select 
management physicians and computer personnel 
have system-wide access. (3) Every access to clin-
ical information is logged. (4) Terminals left unat-
tended log off after 5 minutes. (5) If a very impor-
tant person (VIP) is admitted, access to any of his 
or her data is preceded by a special caution mes-
sage. (6) Procedures are in place to handle 
breaches in security. 
How to achieve an integrated 
medical informatics system 
As the recent Institute of Medicine Report (IOM) 
states, "The patient record touches, in some way, 
virtually everyone associated with providing, re-
ceiving, or reimbursing health care services."2 
With computer technology ubiquitous in our soci-
ety, there is the temptation to "hook up a PC" to do 
the task. Unfortunately, such simple approaches to 
building simple "stand-alone" systems that do not 
interface with other systems and that do not use a 
structured and integrated approach are doomed to 
failure. Data integration and communications are 
the keys to providing the health-care professional 
with something currently impossible with manual 
charting methods. There must be minimal changes 
in the user's environment as computers are intro-
duced. Consistency in how data are acquired, in 
how the parameters are recorded, in the frequency 
of recording, and in who records the data is cru-
cially important. Many of the issues are not tech-
nological, but are "sociological."78 A team spirit 
must exist so that the complex interactions that 
have been worked out over decades with manual 
methods can be implemented with computers. Cost 
of implementation must take into consideration not 
only the hardware and software costs, but the 
"people-ware" costs of training users, educating 
users as to the system benefits, and evaluating 
those benefits. 
The expectations of society for medical progress 
and increased use of computers for diagnosis and 
treatment are fueled by the increased use of com-
puters in everyday life and in science fiction 
movies, and by the eternal optimism that drives the 
curiosity about the future. At the same time great 
strides have been made in understanding how to 
harness computer technology to help the health-
care professional in the care of the critically ill pa-
tient.79 
Again, it seems clear that advances in the use of 
computers in the hospital and in the ICU will be 
evolutionary rather than revolutionary. Part of the 
health-care system will require modification before 
optimally integrated systems will be widespread. 
The method with which health-care professionals 
interact with their patients and colleagues will 
change. Intensive care medicine is clearly ready 
for the new challenges of the future . 80 
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